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Abstract: We show how, using the Ginzburg-Landau Equation, it 1s possible to decrypt a message encoded
using Chaos Modulation. Then we introduce a new encoding method invulnerable to this artack.

In the context of chaotic commumicarions using semiconductor lasers i many instances the message is
codified such that the mean power of a bt 1 differs from that of bit 0. For example. in Chaos Modulation the

transmitted signal 1s P(r) = (1 —E m (_r})Pm{r}__ where & 1s the message modulation amplitude. () is the
message bemng transmitted and P, (7) 13 the chaotic carrier.

We explore the possibility of using PDE's to filter the chaos and recover the message In particular we
consider the Gmzburg Landau Equation (GLE) mn one dimension with an external forcing as a filter to find
changes on the mean value and to recover the message:

oy (x)=d -Eiitp (x)+w (x)—y (x)* +bh(x)
where W 1s the field. @ 15 the diffusion constant and b is the forcing strength and hi{x) is the forcing, which

here is directly related to the transmitted signal. Applying the GLE dynamucs to 71{x) is possible to recover the
encryvpred message, as shown in Fig. 1.
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Fig. 1 From left to right: Transmitred signal (e=0.04). Eye diagram of the recoversd message by the authorized receiver. Eve diagram of
the recoverad message by the CGLE filter (d = 1; r = (:63).

Despite that the eve diagram of the recovered message using the GLE 1s not as good as the eyve diagram
obtained by the authorized receiver, it still good enough to recover the message. The GLE method works
because 1t 15 capable of detecting the changes on the mean value of the signal because of the presence of the bits
‘07 and 17,

To improve the security. we propose a new encoding method. where the transmutted signal 15 formed
according to the expression:

P =(1-om®)P,(0)+d m(n)B,,
where ﬁr 15 the mean of the chaotic carrier. The last term in tlus equation compensates for the changes in the
mean value of the transmitted signal due to the message. The compensation term 1s chosen in such a way that
< P(t)>=<P, (1) >= I_?‘, at any given time. In Fig. 2 we show how with this method the authorized receiver

15 able to recover the message, but the GLE filtering method completely fails to decode the message.
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Fig. 2 Left: Eve diagram of the recovered message by the authorized received with the new encryption method. Right: Eve diagram of the
message recovered by the GLE filter.

Finally. we also analyze the performance of an electro-optic encoding scheme against attacks
performed with this method.



